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1. Purpose  

This policy outlines the process for communicating incidents that need to be broadcast to 
stakeholders, ensuring timely, accurate, and effective dissemination of information. It establishes a 
structured framework for managing and responding to incidents and events that may disrupt ICT 
services, ensuring consistency across the NSW Health Pathology by adhering to established 
procedures and best practice. 

2. Background  

In July 2022, the NSWHP ITSM team commenced a program of work alongside eHealth NSW to 
deliver the NSWHP ICT Support Centre (NSWHP ICT SC) Program by April 2023. The key objectives 
of this program included: 

• NSWHP taking advantage of the eHealth State-Wide Service Desk (SWSD) for all state-wide, 
non-NSWHP ICT related incidents and requests. 

• Implementation of the NSWHP ICT SC with a dedicated phone number (1300ITPATH) to manage 
all NSWHP specific clinical state-wide services and technologies. 

• Implementation of the agreed operating model and business processes, including warm transfer 
capability between SWSD and the NSWHP ICT SC, facilitated by AWS Connect and ServiceNow 
platform modules. 

• Onboarding statewide NSWHP ICT onto ServiceNow Incident, Request, Problem, Change 
modules (as well as Major Incident Management as a Service). 

• Improved customer experience brought about by incidents being resolved or requests being 
fulfilled, at the first point-of-contact for end users of supported services and applications, or 
through self-help. 

• Sufficient end user knowledge and awareness of each entity’s responsibilities, with the 
objective of minimising incorrect first level contacts through organisational change 
management.  

The ICT Event Management policy (and procedure) extends on the work completed as part of the 
NSWHP ICT Support Centre Program.  

3. Scope 

This policy applies to all ICT events that impact services, operations, or stakeholders and require 
immediate communication.  

ICT events include (but are not limited to): 

• Unplanned Outage(s) 

• Planned Outage(s) 

• Problem(s) 

• Messaging interruption 

• Planned Change(s) 
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• System Delays 

• Network Outage(s) 

• Incidents 

• Major Incidents 

This policy services all Statewide disciplines for NSW Health Pathology (NSWHP). 

4. Assumptions 

It is assumed that: 

• NSW Health Pathology (NSWHP) has established ICT governance structures, including the 
NSWHP ICT Support Centre, Change Enablement processes, and Major Incident Management 
protocols. 

• Primary communication platforms (e.g. email, SMS, Microsoft Teams, Confluence, ServiceNow) 
are operational and accessible during normal and emergency conditions. 

• Contingency procedures are in place and understood in case of platform outages. 

• All stakeholders (e.g. Information Technology Service Management (ITSM) team, Operations 
Managers, Subject Matter Experts, NSWHP Change Enablement Manager) understand and 
accept their roles in validating, approving, and disseminating ICT broadcasts. 

• Distribution lists are maintained and regularly updated by responsible teams. 

• Approved templates are used for all ICT broadcasts to ensure consistency and professionalism. 

• This policy is integrated with other NSWHP policies and procedures, including Change 
Enablement, Problem Management, and Major Incident Management. 

• The policy aligns with NSWHP’s broader service delivery and governance frameworks. 

• NSWHP staff are aware of the importance of ICT broadcasts and are expected to read and act 
on them as required. 

• End users understand how to escalate issues or seek clarification via the NSWHP ICT Support 
Centre. 

5. Definitions 

Term Description 

NSWHP New South Wales Health Pathology 

SWSD Statewide Service Desk 

ITSM Information Technology Service Management 

NSWHP ICT SC New South Wales Health Pathology Information Technology Support 
Centre 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
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ICT Information and Communications Technology 

CAB Change Advisory Board 

LHD Local Health District 

HA Health Agency 

MIM Major Incident Management 

SME Subject Matter Expert 

CMDB Configuration Management Database 

CI Configuration Item 

CMDB - Business Owner The stakeholder responsible for budget allocation and authority to 
approve projects related to the application/service, particularly at the 
Business Service level. Their vested interest lies in the functionality 
and performance of the CI. 

CMDB - ICT Owner The stakeholder that oversees the Technical Service, responsible for 
ensuring how the application/service is published to users. 

CMDB - Application 
Owner 

The stakeholder that serves as the product specialist or the go-to 
person when issues arise with the application. They possess in-depth 
knowledge of how the application works and are actively involved in 
resolving any application/service-related problems. 

CMDB - Description Description of the application/service. What is it used for? What does 
it relate to? Who is the Vendor? 

In Hours Monday to Friday 8:30am – 5pm 

Out of Hours Monday to Friday 5pm – 8:30am, All Day Saturday, All Day Sunday 

6. Policy Statement 

This Event Management policy clearly outlines NSWHP’s commitment to ensuring timely, accurate, 
and effective communication of ICT events. This policy governs the procedures for identifying, 
notifying, approving and distributing ICT broadcasts. It mandates adherence to established 
protocols and industry standards to minimise disruption and maintain stakeholder trust. By 
following this policy, NSWHP aims to achieve the objectives of rapid event response, transparency, 
and continuous improvement in event management processes. 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
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7. Types of Communications 

An ICT outage refers to a period when an ICT service or system is unavailable or not functioning as 
expected. These services can include networks, servers, email systems, or internet access. 

7.1. Scheduled Maintenance/Outage Broadcast 

A planned outage is a scheduled, intentional disruption of a service or system to perform necessary 
maintenance, upgrades, or repairs. Unlike unplanned outages, planned outages are communicated 
in advance to users and stakeholders, to ensure they are informed of any disruption and know how 
long the planned disruption will last. These outages are often part of routine maintenance to ensure 
that services and systems continue running efficiently, securely, and with minimal disturbance. 

During a planned outage, the ICT team provide an estimate of the outage duration and 
communicate any changes or updates during the outage. 

These outages can be planned for tasks such as: 

• Software Updates or patches  

• Hardware maintenance or upgrades 

• Network upgrades 

• System Testing  

7.2. Unplanned Maintenance/Outage Broadcast 

An unplanned outage occurs when a service or system becomes unavailable unexpectedly, without 
prior notice, or via scheduled maintenance. Unlike planned outages, which are scheduled ahead of 
time (such as during routine system updates or hardware upgrades), unplanned outages occur due 
to unforeseen circumstances. These are often out of the control of Operations or the ICT teams and 
can be caused by a variety of factors. 

Some common causes of unplanned outages include: 

• Hardware failures, such as the sudden failure of critical hardware 

• Software bugs or errors such as an update that hasn’t worked as expected, or the malfunction 
of an application that has led to an outage 

• Unexpected power failures 

• Unexpected network disruptions 

• Environmental factors  

7.3. IT Advice Broadcast 

An IT Advice broadcast is used to communicate important information, updates, and guidance 
related to ICT services, systems, or policies to a broad audience where there is no end user 
impact/action required. This could be aimed at employees, users, or stakeholders within NSWHP, or 
across a wider community in the case of statewide or national broadcasts. IT Advice broadcasts are 
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designed to keep stakeholders informed about various aspects of ICT, ensuring that users have the 
right information to operate effectively and securely.  

Some common uses of an IT Advice broadcast include: 

• Security Alerts/Warnings 

• Software Updates/Upgrades that do not require downtime or end user action 

• New policies or procedures such as password management, security protocols or changes in 
usage guidelines 

• General ICT News such as changes to mobile platforms. 

7.4. Resolved Broadcast 

Sending a resolved broadcast after an ICT scheduled or unscheduled outage advises users that the 
disruption has ended and that services are fully restored. It assists in closing the loop allowing 
users to return to their work or regular activities. 

Resolved broadcasts reassure users that the ICT team is responsive, that issues are being 
effectively managed, and that systems are now fully restored.  

8. Communication Workflows 

Communication workflows are essential for ensuring clear, timely, and consistent messaging during 
various ICT and operational scenarios.  

8.1. Non-NSWHP Scheduled Change/Outage Broadcast 

For non-NSWHP Change/Outage broadcast dissemination, the communication workflow involves 
drafting clearly defined notifications about how the change will impact NSWHP, identifying the 
appropriate stakeholders, and scheduling the communication for maximum reach and clarity. 
Stakeholders should refer to this workflow when changes that are being implemented by LHD or 
eHealth partners need to be communicated to NSWHP staff, ensuring that all recipients are aware 
of the change details and/or potential impacts.  

8.2. NSWHP Scheduled Change Broadcast (Normal and Standard Change) 

For any change driven by an ICT request submitted via SARA to any of the NSWHP ICT teams, the 
communication workflow focuses on informing both the requestor and relevant teams of the status 
of the request, including approval, testing, and implementation stages. This workflow is vital when 
ICT teams are processing scheduled changes based on a request, ensuring all parties are updated 
and aligned, and ample time is provided for the change to be processed.  

8.3. IT Advice 

IT Advice broadcasts are official communications issued to inform NSWHP staff about known IT 
issues, planned maintenance, or important updates that do not require any end user actions. These 
broadcasts play a vital role in keeping users informed, reducing unnecessary service desk contacts, 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
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and ensuring transparency around IT service status. They follow a structured communication 
workflow that includes drafting clear messages, obtaining necessary approvals, and distributing 
the advice through appropriate channels such as email or intranet.  

8.4. Major Incident Management 

Major Incident Management (MIM) refers to the structured process used to respond to high-impact 
IT incidents that cause significant disruption to services or operations. It ensures rapid coordination, 
resolution, and communication across stakeholders to minimise downtime and restore services 
efficiently. Communication workflows within MIM are critical—they involve timely updates to 
affected users, escalation to technical teams, and coordination with leadership to ensure 
transparency and accountability. At NSWHP, major incidents are managed by eHealth, who 
oversees the end-to-end process, including incident declaration, stakeholder engagement, and 
resolution tracking, ensuring consistent and effective management across the health system. 

9. Issuing a Broadcast 

When critical or time-sensitive information needs to be communicated to all staff, an ICT Broadcast 
should be issued. Broadcasts are used to inform employees of major incidents, system outages, 
planned changes, or urgent updates that impact service delivery or day-to-day operations. All 
messages must be clear, concise, and approved by the appropriate authority before distribution. 
Broadcasts should be disseminated using established channels to ensure timely and consistent 
communication across the organisation. 

10. Platforms 

10.1. Communication Platforms 

ICT Broadcasts are issued through multiple communication platforms to ensure timely and 
effective dissemination to NSWHP staff and stakeholders. The primary platform used is email, 
distributed via internal mailing lists to NSWHP SOM/OM/LOMs, and CMDB Business Owners and 
Managed By Owners. who will then distribute the notification to affected end users via distribution 
lists curated by Operations. Depending on the urgency and nature of the communication, 
supplementary channels may be used to reinforce the message.  

These include: 

• Confluence or SharePoint for obtaining up to date broadcast templates 

• SMS alerts for Priority 1 and Priority 2 incidents or high-impact changes 

• Microsoft Teams for quick updates within operational groups and leadership teams 

• Technical bridge call for real-time communication and coordination during major incidents, 
convened by the eHealth MIM team. 

• Email communications from the NSWPATH-ICTBroadcasts mailbox. 

• SARA outage notifications via the Outage Module within ServiceNow. 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
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The use of multiple platforms ensures the right message reaches the right audience promptly, 
particularly during critical incidents or planned service changes. 

10.2. When the Platform isn’t available 

If one or more primary ICT broadcast platforms (e.g., email systems, SMS services, Microsoft 
Teams) are unavailable, the following contingency process must be enacted to maintain 
communication continuity: 

• Immediately inform the Senior Operations Manager and ICT Support Centre of the platform 
outage via phone call. 

• Designated leads or managers call their teams to relay key information. 

• Record what methods were used, by whom, and what information was shared. 

• Log the broadcast content and contingency actions in the relevant incident/change record in 
ServiceNow (if available).  

• Once the regular communication platform is restored, issue a retrospective broadcast via 
standard channels to ensure all staff receive the original message and any updates. 

11. Distribution Lists 

Distribution lists are predefined groups of email recipients used to streamline communication 
across specific teams, departments, or the entire organisation. They ensure that critical 
information—such as ICT updates, incident alerts, or operational notices are delivered consistently 
and efficiently to the right audience. 

The IT Service Management (ITSM) team will maintain a master distribution list specifically for ICT 
Broadcasts sent to Senior Operations Managers (SOMs), Operations Managers (OMs), and 
Laboratory Operations Managers (LOMs). It is the responsibility of Operations to maintain their own 
local distribution lists to ensure broadcasts are cascaded appropriately to relevant staff within their 
teams. 

Maintaining accurate and up-to-date distribution lists is essential to avoid communication gaps and 
ensure timely and relevant updates are received. Ownership of each list should be clearly assigned, 
with regular reviews to reflect changes in staffing or organisational structure. 

12. Communication Requirements 

This section outlines the minimum requirements that must be met prior to issuing an ICT broadcast 
email. Broadcast emails are a key communication tool for informing NSWHP staff and stakeholders 
of ICT incidents, changes, outages, resolutions, or service advisories. 

ICT broadcast emails must not be drafted or issued unless the following criteria have been met: 

12.1. Validated Information 

All information contained in the broadcast must be accurate and verified by the relevant technical 
resolver group or Subject Matter Expert (SME). 
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The scope, nature, and impact of the incident, change, or update must be clearly understood and 
confirmed. 

12.2. Required Approvals 

Appropriate approvals must be obtained prior to issuance. This includes approval from the: 

• Change Enablement Manager (for change-related communications), 

• Senior Operations Manager or ICT Support Centre Agent or Manager (for incidents or outages), 

• Other delegated authority as per governance arrangements. 

12.3. Audience Identification 

The intended audience must be clearly defined (e.g., statewide, site-specific, clinical teams, ICT 
staff). Distribution lists must be accurate and up to date to ensure correct and complete 
dissemination. 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
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12.4. Communication Type and Urgency 

The nature of the broadcast must be classified as one of the following: 

 

12.5. Message Content Requirements 

Each broadcast email must include the following, where applicable: 

• ServiceNow reference number (e.g., CHG/INC) 

• Clear and concise subject line 

• Summary of the issue or change 

• Business and/or user impact 

• Affected systems or services 

• Start and end times or estimated resolution timeframe 

• Any required user actions or workarounds 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
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• Contact details for support or queries 

12.6. Use of Templates and Tone 

Approved NSWHP templates must be used for all broadcast emails. 

The message must be written in a clear, professional, and user-focused tone using plain language 
where possible. 

12.7. Logging and Version Control 

A copy of the issued broadcast must be saved to the designated documentation repository (e.g., 
Confluence). 

Each broadcast must be logged for audit purposes, including the date, sender, version number, and 
intended recipients. 

13. Key Performance Indicators 

Key Performance Indicators (KPIs) for ICT Broadcasts are measured and reviewed monthly to 
ensure the effectiveness, consistency, and quality of communication across NSW Health Pathology. 
The IT Service Management Operations Manager (or delegate) is responsible for compiling results 
from ServiceNow reports, mailbox audits, and survey feedback, and publishing them in the ITSM 
Monthly Reporting Pack as well as on SharePoint for transparency and accessibility. Prior to 
publishing, KPI results are reviewed, and feedback is provided directly to Teams where KPIs have 
not been met. This process ensures that any issues are identified early, corrective actions are taken, 
and continuous improvement initiatives are embedded into operational practice. 

KPI Area Metric Definition Target / 
Measure 

Purpose Data Source / Reporting 
Method 

Source % of broadcasts 
sent from the 
ITSM-managed 
ICT Broadcast 
shared mailbox 

≥ 95% Ensures 
broadcasts are 
centrally 
controlled, 
traceable, and 
auditable. 

Outlook / Exchange 
mailbox usage logs, 
monthly audit of 
broadcast records 

Timeliness % of broadcasts 
sent within 
appropriate 
timeframes of 
event trigger 

≥ 90% Confirms 
stakeholders are 
informed quickly 
to minimise 
operational 
impact. 

ServiceNow 
Incident/Event 
timestamps vs. 
broadcast send times 
(dashboard report) 
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Template 
Usage 

% of broadcasts 
using the 
appropriate 
template based 
on event trigger 

≥ 95% Promotes 
standardisation 
and consistency in 
communication. 

Random sample audit of 
broadcast emails, 
template compliance 
checklist 

Accuracy % of broadcasts 
with correct 
event details 
(time, system, 
impact, contact 
info, etc.) 

≥ 98% Reduces 
confusion and 
ensures reliable 
information is 
delivered to 
recipients. 

Post-broadcast QA 
review, incident 
validation against 
ServiceNow event 
records 

Continuous 
Improvement 

Six-monthly 
surveys of 
broadcast 
recipients to 
gather feedback 

≥ 80% 
positive 
feedback / 
actionable 
insights 

Supports iterative 
improvements to 
broadcast 
process, clarity, 
and effectiveness. 

Microsoft Forms / 
Qualtrics survey results, 
analysis report to ITSM 
governance 

13.1. KPI Exceptions 

If KPI results fall below the agreed target for two or more consecutive months, the IT Service 
Management (ITSM) Operations Manager (or delegate) will initiate an exceptions process. This 
process includes: 

• Notification – The relevant Team Lead(s) are advised of the KPI shortfall and provided with a 
summary of the issue. 

• Root Cause Analysis – The responsible team conducts a review to determine the underlying 
causes (e.g., process gaps, resource issues, training needs). 

• Corrective Action Plan – A short action plan is developed outlining remedial steps, owners, and 
expected timeframes for resolution. 

• Tracking and Monitoring – Progress is monitored in subsequent monthly reporting cycles until 
KPI performance returns to target levels. 

• Escalation – If performance does not improve within three reporting cycles, the issue will be 
escalated to the Associate Director Service Delivery (or delegate) for further action. 

This structured approach ensures accountability, drives continuous improvement, and reinforces 
the importance of high-quality, timely, and accurate ICT broadcast communications. 
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14. Roles and Responsibilities 

Role Responsibility 

IT Service Management • Maintains master distribution lists for ICT broadcasts. 

• Ensures broadcasts are centrally controlled, traceable, and 
auditable. 

• Reviews and reports on Key Performance Indicators (KPIs). 

• Initiates exceptions processes when KPIs are not met. 

Senior Operations Managers 
(SOMs), Operations Managers 
(OMs), Laboratory Operations 
Managers (LOMs) 

• Receive ICT broadcasts and cascade them to relevant staff. 

• Maintain local distribution lists. 

• Relay key information during platform outages. 

Change Enablement Manager • Approves change-related communications. 

• Oversees the Change Advisory Board (CAB) process. 

ICT Support Centre Agents or 
Managers 

• Approve incident or outage-related communications. 

• Coordinate with SOMs and other stakeholders during 
outages. 

Subject Matter Experts (SMEs) 
• Validate technical information before broadcasts. 

• Confirm scope, nature, and impact of incidents or changes. 

Change Advisory Board (CAB) 
• Reviews and approves ICT changes. 

• Assesses risks, impacts, and mitigation strategies. 

eHealth NSW 
• Manages Major Incident Management (MIM) processes. 

• Coordinates bridge calls and incident resolution. 

Associate Director Service 
Delivery (Policy Sponsor) 

• Oversees policy governance and escalation of unresolved 
KPI issues. 

• Contact point for policy-related queries. 
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15. Appendices 

Scheduled Maintenance/Outage requests are controlled by the NSWHP Change Enablement 
process, and broadcasts are required to be approved by CAB before being sent. 

Appendix 1 - Non NSWHP Scheduled Change 
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Appendix 2 - Non NSWHP Advice/Information 
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Appendix 3 - Scheduled Normal Change 

 

Appendix 4 - Scheduled Standard Change 
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Appendix 5 - IT Advice 

 

Appendix 6 - Major Incident Management (MIM)  
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Appendix 7 - Incident Priority Matrix 

 

Appendix 8 - Ticket Prioritisation Matrix 

 

16. Legal and Policy Framework 

N/A 
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17. Related Legislation  

N/A 

18. Related Policy Documents  

18.1. Change Enablement Confluence Space 

18.2. Event Management Confluence Space 

18.3. NSWHP Major Incident Management (MIM) Broadcast Procedure 

18.4. NSWHP Event Broadcast Matrix 

18.5. NSWHP Scheduled Change/Outage Procedure 

18.6. NSWHP IT Advice Broadcast Procedure 

18.7. Non-NSWHP Broadcast Procedure 

18.8. NSWHP ICT Broadcast Templates 

18.9. NSWHP ICT Broadcast Template Completion 

19. Review 

This policy will be reviewed by October 2028. 

20. Risk 

Risk Statement If NSW Health Pathology does not have a formal ICT Event Management Policy in 
place, there is a significant risk of delayed, inconsistent, or inaccurate 
communication during ICT incidents or events. This could lead to operational 
disruptions, compromised patient care, loss of stakeholder trust, and failure to 
meet compliance obligations. Without a clear communication framework, staff may 
be unaware of critical system outages, scheduled changes, or recovery updates, 
resulting in inefficiencies, repeated calls to support centres, and increased incident 
resolution times. Ultimately, this could impact the organisation’s ability to deliver 
timely and safe pathology services across the state. 

Risk Category 
 
Choose at least 
one category  

Assets & Infrastructure ☒;  Clinical Care & Patient Safety ☒;  Compliance ☒;   

Cyber Security ☐;  Governance ☐; Information, Technology & Data  ☒;  

Leadership & Management ☐;  People & Culture ☒; Resilience ☐;  Technological ☒ 

 

  

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/216245715/Change+Enablement+Hub
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/228131929/Event+Management
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/239038191/NSWHP+Major+Incident+Management+Procedure?src=contextnavpagetreemode
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/234363573/Event+Management+Matrix
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/228140784/NSWHP+Scheduled+Change+Procedure?src=contextnavpagetreemode
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/239009864/NSWHP+IT+Advice+Broadcast+Procedure?src=contextnavpagetreemode
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/228140776/Non+NSWHP+Broadcast+Procedure?src=contextnavpagetreemode
../../../../ITSM-NSWPATH/SitePages/Event-Management.aspx?csf=1&web=1&e=fTggtE
https://confluence.pathology.health.nsw.gov.au/spaces/ICE/pages/239040608/NSWHP+ICT+Broadcast+Template+Completion?src=contextnavpagetreemode
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21. Further Information 

For further information, please contact: 

Policy Sponsor  Position: Associate Director Service Delivery 

Name: Chris Kurtz 

Telephone: 02 4920 4102 

Email:  chris.kurtz@health.nsw.gov.au 

22. Version History 
The approval and amendment history for this document must be listed in the following table.   

Version 
No 

Effective Date Approved  
By 

Approval Date Policy Author Risk Rating 

1 October 2025 Chris Kurtz 17/10/25 Melissa 
McGill 

Medium 

 

https://intranet.pathology.health.nsw.gov.au/toolbox/policies-and-procedures/policies

